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o aes-256: EIHIKEN256LUIFAIAESEE
o Diffie-HellmanZBfxiR:
o dhil: 768LL4FDiffie-Hellmantd
o dh2: 1024tE#sDiffie-Hellmantg
o dh5: 1536tK4EDiffie-Hellmand

sl

DAERIFNEERN. IPSecERIRSZBRIHFIZ P IRAIN RN —EL.

o Fi&EIl: —RIERT, ERVNERTRRENAMIPERE. REZIE RN RIBE9ER
15, ERASIGRBDHITRP, T2HRS.

o FFERI: WTHIUADSLILSER, EEREHIANIPAZEER, BAsEFENAT
IRENERT, WEEXBAHTEEAMNATEMY, BN, BFIPAREEN, TFE
BYMRESD (ID) X2 "NAME" , FEEXAMRFNRED, e,

ZNHB/XF IR DR

RFESMINERNIDZEE, SRRy "AHID" WRSARA "XimID" FIF—EH.
o IPHENE: LUPHBIHEABDID, BalEmMARSD DA mSFID

o NAME: LIFENFHFERIERSMHID, BRIEMANHSDIDIIRSHSDID, 2HIPHBIEAR
ElERS, FIREAHIDERS "NAME" |, HEXSIHEIENFESEN. IDEEN
"NAME" BY, EEEZEIEASDIDNENFRE,

AH/RFURID

IDZEEY)S "NAME" BY, {EASDIDRENFIFE. MWiwhY "AHID" LIRS AinREY
"XJIRID" RIF—EL

47FRI1E)

REIKE SAFERESERR (IKE SASERIVEMERALUNESEROE) |, BEICRAZRIA
=

DPDIGFF/E

DPD (Dead Peer Detection, XSZEAFEGN) AFIPsectBERESHIEN. FRDPD
IheefE, HiEkunmTEitADPDRYRTEERRAREIKEINNRAYIPSecNZEIR AT, Stk
DPD&EIf, FaAXimAIEEKIRI, MIKESF AR EFEHTIRN,
LBEARENBERT, BiNEEDPDIEE

DPD#&EEA

IEEXISRDPDIGNERA, BN DPDEIGAVEIRATE), EIUFFEIA

3. BREE (MERD)
REMRTIRE (ESEERE) BRALEN. SRR FGERIRSALE.
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becini=—g| esp-shal-aes128

FiEE? | esp-mdS-3des

SERBIINE none

*HEFFEIE] | 3600

F7-3  IPSec IRSSImEERINRBESAAER
24 1588

RHELSIMUANEIEZNAES. FEIPSecREEKBINEHAE, MinfERARE—MTFEAETIEE

BRIRPSERNEIER. IPSeclRS S IEF iR EIEER EERIF—H

o Z2thY: ESP (Encapsulating Security Payload, IRMZEEHEE) MY IIPSeciE
BHRHTHIBIRAL. SRR MRIGHIDIR ERINEE, FHRIE 7 iRt

o IGIFESA:
o shal: SHA-1 HMACIGIFES.

it o md5: MD5 HMACIRIFES%

o NEEE:

des: BBIKENS6LLAFRIDESEL

o 3des: EAKEN168LLIEHISDESEA

o aes-128: EIPKEN128LUFIAESEE

o aes-192: BREKENICZFHIAESEIL

o aes-256: HEIPKE256LFIAESEE

@)

PFS (Perfect Forward Secrecy, FeEMABINNE) SR —FLefFtE, B—NEHE
R, FAAEMEMZRNTSN, RAXEEHEIREIREXR, IKEEFRLTERE
KE— MR, AL T—PFSIHR, MNRANHRE T PFSIFMY, NAEHEAIRT
IRt EPFSIFY, BANHINNIHIEENDHANA—E, BUMESLEN
s e none: XFPFSiFE

e di1: 768{uDHAH

e d2: 1024{uDHZE

e d5: 1536/DHZH

REBRT, PFSEMATRIRTE.
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7.1.3 g8 IPSec B

[ANEE-TEAS] VPNEE>> IPSecifE>> IPSecReHRE

RE<RIN>, EE REESRE A "EPRT  BERIEER. WiRNX, FFRSEE. MinFREEFIRE
=R, [Rb<iE>.

IPSecsz25RE IPSeciERE

IPSecsz £ 5H5RE
O == FREEEs: PoERLE. —SAZEEE, 112552552550, @
B MFEEH 192.168.110.24, FLNFREEER 192.168.110.1-192.168.110.254,

| sz e

SRS 1 SR

ERRENETY HRE SR FOESS At RiEE Him T REE WS BE
FEAE
70
x| 0 = 2
* RS
* FTRRsE -
sl =@ ®
* AT FIEHE
* T FIEHE +

BiEr—izE (IKESEHR)

WMERTies (Biisssr)
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F7-4  IPSec EFIRBEFRBEERHERE

VPN

S 1]

RIEZFR REIPSecZ 2RI ETR, 1-28N=FRF

SFumRIE BEEISHEY P a5

#EiEn M THIFIRPIEERERNWAND, SLERERT, HFEREN "B

KPR iﬁ%%{%ﬂjﬂ’\ﬁ&ﬁiﬁﬂ’\ﬁﬁtﬂ?m%, BNARSSESIMAILANCIMIER, FHIPHELEFOF RIS
SEHfTE

N REZFEPHIEIERINIIRFRGEE, BIZEFIRAILANCMER, PR FRFEIER

X7 RS .
e

=R KESIPSeclRSBintBRINTIEZ5H

RS EABEZZ 2R

BREERXSHTSEIRSSERNEESEIRE (IekiE (MER—) IskiE ERD) ) .
7.1.4 BE IPSec EEIKS

[AEE-TEBES] VPNEE>> IPSeci®B>> IPSeciERRZ
EABTRE D EEIPSechHERGERIRTS.

IPSecEZz25Es IPSeciEiEiia

O 1psecsizins ®
| psecEis = R
= SPI A6 R BiER " B2 sk
AHRSIFEE: -
test 3426131923 172.26.30.192<--172.26.1.58 192.168.11.0/24 <-- 192.168.110.0/24 IE= ESP ESPiSHIFESE: SHA1

ESPINEES%: AES-128

AHEFSE: -
192.168.11.0/24 --> 192.168.110.0/24 E= ESP ESPRGESE: SHAT
ESPISEEE%:: AES-128

test 3432258270 out 172.26.30.192-->172.26.1.58

F7-5  IPSec EEREERMAE

24 588
BR IPSeciRSS /= FimAIR 2 RAREHTR

IPSeciEZIIZE28(Z5| (Security Parameter Index) , FHTFIGKEIRIPseciEE S

SP! ERIRIAISARTERE, T—MPSecHERIISPRIRIER

51 IPSecHEREITA, INFRASE, ouEERHSH

BT IPSecHERMPRAIIRSEEE, BT LA I SR
S IPSecHER TR FROE, Sl LA IR AT
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W& ZRIIPSechRERIERIAE

REMY IPSeciEZERNIZEMY

8% IPSeciEZFERRINMNEEEFIGERE

7.1.5 BABIFEE Z=2f)

1. HARER
RIEDEPNDHEZ BNANEEIAR T, BEESEMKXID MK ZEREIZIPSecERRIHERETEN
MEH,
2. (ARE
WAN /./'\ WAN
172.26.30.192 172.26.1.58
Device A @ Internet @ Device B
g
LAN:192.168.11.0/24 LAN:192.168.110.0/24
Headquarters Branch

(T (I ]

3. EEEm

® TERERRIXDevice A_LEAIPSeciRSSE8iE,
® £ ZMXDevice B_EFIPSecZ i,

4. GETE
(1) BeEREBRIE
a BRWebWNEF, mdi VPNEIE>> IPSeciZE>> IPSeckeFEM, HAIPSeckeFERIZTERE.
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Ruipie | FRcycc FHELEG2106 -

o BEEE
IPSecgrems IPSeciiikas
& ZrEm
IPSecz 5508
© =2l . R FRUEENET: P/ EERU. — R4 wmigs, FI255.255.255.0, @
12 MERTH 192.168.110.x/24, FBLLFREEEE 192.168.110.1-192.168.110.254.
if fTaER
| smeei =
= VPNEE
EXTHES 1 SR
IPSeciz®
- AT RS TR A FREE R TR Has =113
PPTP R
keem
5 EREE
@, wmishR
F EmER

b  RE<HIN>, EERIEEDY "RSR" | MARBER, EEPEROFREFFEEIIPSeci
(AR ERLAR L =R 4R.
RIREFSZMNBEMECWIREIHE, ENMER—FIMR_ANRERFEOARR,; MR HiREN
®, SERS—ERA.

3l .

ZFEETWAND, EEEFENFERWANCORRSEA, T8
0 "FHDER" BEANAME, SUREMNE—TWANOEA,

HEEEEE Ew 0 EsSE

* EEEEETR test

gEEll =53 @

* FHETRTER 192.168.11.0/24

+ Tt ‘ uijie

7= @

il—=E (IKESE)
ME RS (BiikEsms)
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(2) BEEDZM*E
a BRWebNEG, HAIPSeckLFRIZTEHRAE.

b RE<HIN>, EERIEEEY "BFR | MARBEMR, XRkX (BRERR9NE Oibil ki
B) . PR ESRAIMRLEER, LIRSS EERATEEMA. EtrMR—MR S
SRS IRARF—EEIE.

Il

FEREEA @ =FE BB

* EEESTR test]

ik 172.26.30.192 +

gl | WAN @

* FHFREERE 192.168.110.0/24

* MiETRGEE 192.168.11.0/24 +

* st | ruijie]

= @D

BiER—iaS (IKEEES)

Me—ieE (ErsEsns)

5. MRISIE

(1) BREIPOZMFEHIWebAE, SdVPNEE>> IPSeciFE>> IPSeciEEIRE, TUBZIMFIRIESHEB
AYIPSeciEEIRE.
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RG-EGW ZEFIEEHIRE Web EEFAf VPN
IPSecme®EE  IPSecEiBiT
O 1psecsizins @)
| IPSeciE RIS o IR
= SPI ] B BiER " 22 i
ARESES: -
test1 3352668784 in 172.26.1.58<--172.26.30.192 192.168.110.0/24 <-- 192.168.11.0/24 = ESP ESPGIES%: SHA1
ESPINZESss:: AES-128
AHIESSE: —
test1 3485271692 out 172.26,1.58—>172.26.30.192 192.168.110.0/24 —-> 192,168.11.0/24 iz ESP ESPRSiESSE: SHAT
ESPINdEtss: AES-128

Q) FHEEESIRRET
7.1.6 IPSec VPN EEIESMBRRA =

(1) fEAPiNg@mSIENZFim SRS S ENESN, 1£18.9.3
BN IMKBESpingBEEMNK, MRAEBRER MR ERENINEEBME,
REHEIZE>> MENKTE, Fiapinghix, #¥K8.9.3

(2) HANPSeclRBiImESEFinEEEAIER.

i VPNEIE>> IPSeciZE>> IPSecRekE, M AFmRCIRELENLZSHKE.
| sz

HPingilli®l, 88EPingiELARIEEEMREGAE.,

EATTISEE 1 REAE.

S EREEH pEEES T I RIS T PR L
BE# test 0.0.00 192.168.11.0/24 0.0.0.0/0 FEQ
SREEIR
EASHES 1 25E.
mgeR G oL IES EiF P R T T S
= test] 172.26.30.192 192.168.110.0/24 192.168.11.0/24 FEO

ﬂﬂ%%iiPingiE, BIEER

REERE. 10

#E

=2 e

BE

&2 Bk

() HARSHMRENOHAIPRENAMIP, MWRAARAWIP, FEEHOMXIRE CIREDMZERCMRET

(IPSec VPN{#EFUDPI#%[1500%04500) ,

HERSSEIHIIZFImZE "AHIDZEE" 5 "NAME" |

e

REEBMKXAWANOIPRRAAMIP, MNRAZNFEEHORA FREDMZEX eSS (IPsec VPNAY

i%79UDP 500 #14500) , FERERF IS ZMX LECEIPsec A BIDFINAMESSEY,
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IKESRE 1 shal-3des-dhl IKEZRES 1 sha1-3des-dh1
IKEZ#5 2 shal-des-dhi IKEZEE8E 2 shal-des-dhl
IKEZ®E 3 | shal-3des-dh2 IKEZEEE 3 shal-3des-dh2
IKESERE 4 md5-des-dh1 IKE®EE4  md5-des-dhi
IKESERE 5 md5-3des-dh2 IKEEEE 5 md5-3des-dh2
hEET @ FiE FEEl hEEs @ R FHEE
FilDaEE |PititiE © NAME Al DR 13 :: 1 © NAME
* ZBID HQ *ZiElD  Branch
ThisIDEER Pt O NAME Tl DR IPigE @ NAME
*J9#%ID | Branch *¥EID | HQ
*EEFFRE 86400 *EFRfE 86400
DPDIMATTE @ 2R FERm UPUERFE @ =F FER

7.2 &E L2TP VPN
7.2.1 THEERET

L2TP (Layer Two Tunneling Protocol, S5_EEMNY) B—MELBHENY, BEATEMERM.
L2TPY B B MREINZ ST EHAIERITNEE, (BRI NZ2hiGEEeER, NmsSCIEdRrIMm=E &, L2TP
N EESIPsectMUEEMER, BNScFAL2TPE IR BAIPSeciidE, 1BITL2TPCH IS EFIEIEER, 3
FFIPSeciRIEBENZ M.
L2TP VPNEERT L AT SIS RS RESNReE, taIllETHERTEANSDES., YanRESIFEL2TP
RS 28 = P,

7.2.2 188 L2TP k5328

1. L2TP [REBiREAEE
[AHEE-TEHES] VPNEIE>> L2TP>> L2TPIRE
MREFFRFFEL2TPINAE, ERL2TPEREN "RSEE" |, IREL2TPIRSSEIHEXR S, mE<RE>.
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L2TPigE BEEEFI=

0O oPis=
sz @D
L2TPE @ BRBSE =F%
* ZhiEEhiE
* HEdEimI PSEE
* DNSEESE
BEAME @ >E Fay =1
IPSechn®= @ Fin= =

* PPPEsEEEIFRIEIEIR | 10

F7-6  L2TP IRSSinBCE(S R EIRR

VPN

S8 itz
ARHEBFE R VPNIFERIIRS S AP, BERIRRAZ S LBz T iRS 28
HAEHIPSEE L2TPARSS 2EAARIEE Fim o Bo I PHB AT b
DNSHRSSEE L2TPARSSBEHEIXR A2 FimAYDN SHbE
KEERBALTPHAEINIEINEE, EEEBENESRIRERENEERH, HRaBER
T, AEEFEIAL.
BHEIAIEERTBAZEFimNAR, REE—RERTHEAE, UREETHBEEA
BHERAIE THHEIANE, MinERme—BERAATHERT, BEAEGET,; SUAREEE)
WTFFRFENGERE, ERREREFRFEIAE, NIBFREE I TSEIAIEEA,
PCIEAZEFIRASENRSEBIHREIFET, BNAEZBBL2TPIRS SRiHAINFE
INIELIRE,
EENREEHTING, &2, UERIPSecXIL2TPRAENNZ:, JIL2TP over IPSec
&=,
IPSecinE EUBNRBROERIPSecR2F, NARSIFBEXIL2TPRAEFEIPSecin®; MNEA
BEL2TP over IPSec, B XIFAIPSeckLRmE
L2TPRS RS ZEFiniIPSecIIZE EMNFIF—E, IPSeciNZEXSEIRENRE
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L2TP over IPSeciRSSiH

PPPIEIR4EIFRTEIERR | L2TP VPNIEEZ S, RIZEPPPHEIEUEFIGIUHR AR EEMR. ZRIRIFEOA

A xE

AR HIEE A A i IPTE B AL 5 & A F69A M (LANB) REMNE &,

2. 188 L2TP over IPSec PRSZiH

[AHEE-TEHES] VPNEIE>> L2TP>> L2TPIRE
ERRL2TPIRSIHERNSENEM F, EL2TPIRSSEinEIPSecil®, (REBENLEM. IPSechIEXNA

BS#71  iEIPSec VPN,

* Attt
it
* il PEE 1.1.1.2-1.1.1.100 (2]
* DNSHERSZEE
BEANE © 4 FE
IPSechnz= = O mE
T =w=iE
IKEZERE shal-3des-dh1
HEiBE  esp-shal-ass128

whEE

AihIDEEEY

0O xisw FZiEn
O IPhbiE NAME

* PPPEsrEsEiP Rt Rl ElfE

10 #

#F7-7 L2TP over IPSec [RBiFiBSEiAER

24 588
=R s E R EE— A =R R E RS SAIE P im Z AR EIAIEREIE
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IKESRHS

Ve IKEI SRR S SINEEDE, BIBISHEARIDfie-HellmantEHFis, S SIKEMRIHIY
BED S E—SIIKESRHS, XEIKENRRIMNERE, IRS5EHE MK
SRR

o #7%I (HASH) &%:
o shal: SHA-1EG%
o md5: MD5EGXL
o IEEE:
o des: ERIKEIS6LLRHIDESEE
o 3des: EIRIKEN168LUIFAIBDESTEIL
o aes-128: EIPKEN128LUFHIAESEE
o aes-192: EFRKENI2FIAESEE
o aes-256: EIRIKEI256LASAIAESE.
e Diffie-HellmanBtRiR :
o dhl: 768LL#FDiffie-HellmanZl
o dh2: 1024tk45Diffie-Hellmand
o dh5: 1536tL4sDiffie-Hellman

2GS

RHELRSIMUINEIZNES. EIPSecRLEKBINEHAE, MinmfERE—MIENTIEE
ERIRPSERNSIER. RSSEIEF R ER EE RS
o L2hY: ESP (Encapsulating Security Payload, IRNXZEEHEE) MY AIPSeciE
R THIRIRAL. $iRRBEURIOFBIRSERMINRE, FRIE T HERINENT
o IIFENE:
o shal: SHA-1 HMACISIFEL .
o md5: MD5 HMACIGIFES%
o INEEEX:
o des: BRIKENS6LLAFHIDESEL
o 3des: EAKEN168LLIEHISDESEA
o aes-128: EIPKEN128LIFIAESEE
o aes-192: EPKENINFFHIAESEX
o aes-256: HEIPKE256LFIAESEIE

theEtEl

it D AEEANEEREN, RS [N IRAINEE A —EL.

o TN ERTHRENANIPERE. REZERSRIBEHRE, FEASIIIRE
B#iTRIP, REMRE.

o IR WTHIUIADSLILSHER, EXEHIANIPAZEER, BRsEFENAT
RENBERT, WEEXRBAHTSHEAMNATEM,; BN, BFIPAREEN, TEE
FINRESD (ID) KB "NAME" . BFEEAMIFNRSD, TetRIE.
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EFSHIAFIDEER, ZRigl "SismD" MRS IRESIHN “AHID" (FiF—3.
o [PHBiE: LUPHEUHEASID, BiidrmANimgmID
o NAME: DAENZ=FERERNZWDID, BEIERANHSMDID, IDEES "NAME" B,

AHBIDZEEY FERINRE(FABDIDRIENFRFER,
ZARSSBBWANLIPIFARIIEULRY, FEREAMIDER Y "NAME" FHIEINBIRE LR
&HDMZ;

BIPHEIEREIRER, FIREAMIDIEELS "NAME" |, HEXRMHENFRRIEH.

AHBIDSEELA "NAME" B, {EABMIDRIENFRER. ZEFRA "WikID" LRSHR

ID
e SEURAY "ANHID” RIF—EL

3. IREL2TPHR
(FAEE-TEES] VPNEE>> KSEHE
L2TPERSS B RAIFVPNEF EIRSIRPERMINABRKSHAN, BEFIEERTEFIREARFKS.

RIE<IRIN>, ERRSEENL2TPEALL (ALLRRZKWSTBAFRERENVPNISEREY) , MAIRENEF
BINZBLAR X UHFRGTE, ERANELR, mt<EE>.

O venmeeE @

| VPN EIRFIE + 3% =2

BACEELE 100 REARE.

ARE &= 555 it SRS kT PEE W 3
test test ALL 2 itk AFEEER - =R = Bk
1 1 ALL EE R A FRERE = =125 e Bk
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R INFF :
BEER 12T
| \
=) e
== @

HRIETL ‘ EEESENT RS |

* W FIEE

#F7-8 L2TP AFEIEBERiNiAE
28 izt

P&/ FFHRANRIL2TPRFRSTRIER, BTEFIRSRSSEIER

o HRIANIHERR: BRANEFRRENABR, EEEEMTETRATIERTET
SRtBEMNAIEE.

o [IRASEXIISERS: RANZFRE—MROMBR, HEEI— M REREN, L
R EmIR R AE S,

IR

L2TPRSEX IR EIE M ERRIPHIICERE, —ARIESEFimRELANCRIIPHILERES.
Xl ¥ RIS B (ARSBERIHFIZE PRI ER A BEES)
flan: oXASEASENZRT, HEDX (BBHR) FAIRRRER

W& REERZAFKS

7.2.3 g8 L2TP ERiF
1. L2TP BRiREAEE

[ANEE-TEBES] VPNEE>> L2TP>> L2TPIRE
REFFRFFEL2TPINEE, ERL2TPEE Y "B |, IREL2TPEFIRERSH, Sh<RE.
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0O Lrriss
=ERE

L2TPE

iy
el
FHEEEIP

* RS aEtIE
* AT
BEiEIAIE
IPSecn=
TeiEst

* PPPEEREEIFRTEEIIE

O

s O =F

456
@
WAN
Q == =
0 A =
O = il
O NAT ==

10

F#7-9 L2TP BEFiRECEEREIRR

28 iEg
N L2TPRSERFSMIAENAF N, E5IRSEIHSBENLTPAFNAFZE
FBR&=RG
B—E
ghEkEn] 2P ERARWAND
VPNBSERIZZ PR lIPHEE, ¥R "SI MBS SRt kB PibhE, 6%
AHpFiE P "B RRENEE — MERS SIS E N B AR SRR ER S I E S A bk
BIPHbiE
ARSSEetbilt ESIRSSEMWANC PR ZHE R, IRSUHAIH OIPRRE AP
ST EEEZHIAIRS SBIAMMER, RiESEFiHIIN N NERES
REETIAIE REEREALTPRIEIAEDRE, EERREAINEERN\SRSHERBEIAE
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FH, BEERT, FEREIAE, ATHRIEBEZS, BUEA.
IPSechs BEENRERHITING, &HE, NWERIPSecRIL2TPRKENNZR, JIL2TP over IPSect
ec/usy
X, BEFIHNIPSecNBEEN SRS HRF—, FEIIREL2TP over IPSecE Fiif,
o NAT: RIS 2TPIFENSIREIHITNATEEE (BURENIRIPEIAL2TPRKERN
Trefast AEIAP) o NATHEE FIRSS BT AR MR
R T
o IR WERHIL2TPRENSIEO R TIRMLR. BEET, RSEEE5E
EFimHPIR
PPPHERRAEIRTT
@B;L% EIFEIE L2TP VPNIEEZ /G, KIXPPPHERRUEFIG RS AIRTEIEIRE. EEUFRFEA
A

2. i%E L2TP over IPSec EPif

[ANEE-TTEES] VPNEE>> L2TP>> L2TPIRE

EML2TPERIREAZENEM E, TEL2TPEFIHSIPSecii®, (REEBENZSM. ZEFPiRHYIPSecinz
FRENSIRSEEFEF—, BSZIREL2TP over IPSeclREimt{TEL &,

* rssatinit

* AT

BEAE © =4 iz

IPSechnz= FhnE @ =

* ==

IKE==RE shal-3des-dh1

FRE | esp-shal-aes128

pEEt @ & sFamiEs
FRIDET © IPHbiLE NAME
TirEst @ NAT s

* PPPESRESEFRTEIEIE | 10
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7.2.4 BBF L2TP BFEER

(FANEE-TEES] VPNEE>> L2TP>> BFHEEE5I%

RS RN PRSI VPNIERRELIATE), SeRiRSBHBNEFRINREZE, FE1-20 M LR REES
L2TPREERTEIIATS,

L2TPiEE IEEEEIE

0O me==n= ®
0 R

FIFE, BB R ERIEIIP HABSIP RARENIP DNS B

test1 22 PERO 20.00.1 172.26.1.58 0002 144144144144 TR

F£7-10 L2TP BiB(EEAE
28 izt

BFR& EFRATEMANERNERS

IRSS R8P SRIRERET IRt 2RSS

BREEFR L2TPAERLAIRZ AR R FR

REHIAMIP BRERAGRRIIPIBIL, L2TPEFimiIEZl P L2 TPARSS B85 HC
BRSSP BRERT IR L2 TPHYSCRRIPHELE

SHUHEZHAIP BRERIRSIRERIIPIBIE, L2TPEFimiIEZHl P L2 TPARSS B8 FE
DNS L2TPARSS 8855 ELHIDNSHENE

7.2.5 BABIFCEE S
1. AMFER
BURBL2TPRMESRSCIHER THIH BPA R R TR LSRR S BB MAARSS 25 :
o HERTEFIm (PC) BEEIBIIL2TP VPNIAIEIATIRIARSSES;

o NENEFEEMENDCEHIRS AN, EILHERRDFREMEE (Device B) {FARFmITIRS, L
MHEBRIOHASEHERBEFRELRS, GiHESEBRERIRSS—HHER.
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2. HME
PC
Headquarters Branch

WAN WAN

ﬁ - 172.26.30.192 172.26.1.58 . L:E
@ ( Internet) @

Device A Device B

192.168.11.0/24 192.168.12.0/24

3. BEER
o FETEBMKDevice AISFEL2TPARSS &8l
o FLESHEBMRKDevice BERL2TPEFif.
o TEHERTPCLIZEL2TPEF U,
4. EESR
(1) ECERERMX

Q ¥

B A 269 N MR A P R, N A IR 1P R A L.

a ERWebMES, md VPNEIE>S> L2TP>>L2TPIEE, HAL2TPIRESRE,

Ruijie | iRcycc FHER(EG210G -

o
LTPEE BEESHE
& =rEE
O s @

© weEm
o EaEE === @D
= VPNEE LoTPsT @ RS =i

IPSecig&

*AMRHENLE 20001
L2TP
*HMBEIPEE | 200.0.2-200.0.100 @

PPTP

HEEE *DNSEBSE  144.144.144.144

=Her
=hs BEAE O X9 =
@ s

PSechz @ T @
T mgmEm
* PPPESEREEEIANE 10
K WTER

149



RG-EGW ZFIBZ IS Web SEFA VPN

b  REFRIFEL2TP, EEL2TPREIANRS:E, MAREREIL, tUEhIPTEE. DNSHRSS Rt FF
ERERTEIPSeciEFFEIANE, RE<REF>THREHEE.
zz7s @D

L2TP2E! © FE=:E =Fi=

* st 20.0.0.1

FHhEmIPTEE 20.1.1.1-20.1.1.200 @

*DNSEESSRE 114114114114

BEAME @ >4 =

IPSechnz= = O =

* PSR 123456

IKEZ®RE  shal-3des-dhl
HEE esp-shal-aes128
mEE @ TR FEiETl
FiBIDER @ IPiEiE NAME

* PPPgsRRsEtPRdElEE 10

#F7-11 L2TP IRSSiRBCE(S R EiRER

o i8R

A HpFiEtt EE— M ERMMERRIIPHEIE, PCIRAZ FERILABE ZIEIAARSS 28
et PSEE ESIFRMMERRIIPHINEEE, ATiaEFinsoBelPitit

DNSHRS588 ES—/ ] FRIDNS RS S8ttt

ARABEAIELGE, FREE, ERRMRSHFEBEZRE—SSE. IRE

BRI :
SR %07

REEDBITIPSectMUXIL2TPRBEINE, EIEEINZRIESIEZ 2T

IPSecii® ELRNRBEEAIPSeck %R, NASIFEXYL2TPISEFFIPSeci®:,; NEHE
BEL2TP over IPSec, B XIFAIPSeckLRmE

=R BESRATIPSeciNIERER, EFinHREBRNTHLZZRABEMINIEN

150



RG-EGW ZFIHIREE Web SEFA

VPN

24

1588

IKESRES. SEiRse. 1
IR, AithIDEE

AR RRIFEOARD S

PPPHERAE RS EIRR

AR RRIFEOARD S

c R VPNEE>> WSEE, SRFINIHHER TS BHEEHIILTPRFKS.

HERTRAFKS:
DERTAFPKS:

192.168.12.0/24,

PARIRICER "FERANRHRR" .
ARIRTUER IR ISR, MinFREEEIRE NS ZRKAINMMER, B

A iz

TR BokAn s Foney AR BT E &,
ZRONFER
il =2) =
BEsE  12TP
*FBFE  branch BESEER L2TP
T o *EFE PC
* =g ®

EMET,  EEEETEmS

YR TREERE 192.168.12.0/2

4

ARl | Bk REERE

s @D s @D
ARE =l JisE 28] AR AR FREGE ®E BE
test test ALL EBEEIE N PR 1=l = R
branch branch L2TP fij==E e ppiat=st 192.168.12.0/24 = &0 kR
PC PC L2TP EBfEtE M IR RE =R =0 Rz
(2) BEEDIMX
a ERWebMEfF, HALTPIRERMHE,

b REFFRFBL2TP, EEL2TPEEAE AR, WARSIHRZENAFSTIE.
M EEFHIZ BEFIRSSSSEERIIPSeciNZE&4, mRE<FRIE>TlESHEE.

151

RS ERMAE. XHimA



RG-EGW RFIEEHRIZE Web EIEFAR
=7 @D
IPSechn= foE Q=
L2Tpzesd EEsE O =Fis
* == 123456
*FFPE  branch
IKESERE shal-3des-dh1
TG | sesesd | @

HIRE | esp-shal-aesl28

g | WAN

mEEs 0 =& sz
HIEREP O T B RHsIDET O IPizy: NAME
S 1722630192 Tt O NAT @ e
*THEFR | 192.168.11.0/24 * PPPESEEMEIAIEIAIE 10 #

BEME @ >H

F7-12 L2TP BERFiREEEREIRR

Eor | 71

FF& =5 EERSHRMRENAF2FED

BERE EFin SRS SR BFHERIWANC

AHBEEEIP RS TURENEIE], RENEREEFHSAN, BA— MRS EtIbTEEIRAIPitbit
RS asitt ESIRSEEAIYNNO (WAN) dbhiE, BP172.26.30.192

X EERSSERIRAIPIMMER (LANORYIPHEIEERE]) , R1192.168.11.0/24
BEEIAIE SiRGSEmmERE—H, AGIFAXA

IPSechnz ERSEnmEFRT N, RGP AFE

FHt=%4A BEERSSHFIFRENTHEEE, SRSENHEERT
g;i%;fﬁi; SESBREERG—, THDKD [SRER0 DL {HR
TEER WMREEHFERAPANTIAN, MIgZEH "EEH"

PPPHEIRUEIFETIB)ERE | L2TP VPNIEEZ G, AIEPPPHERRUEFICIIRS AIRTEIEME. (RISZAARDET

(3) REHERTPC

O v

o AMEZNIPCLEREL2TPE F3%, T L AEAWindow 10 % 449PCH ).

152

VPN




RG-EGW ZFIHIREE Web SEFA

VPN

e Windows XP (f#xXP) % ZA=Windows 7/Windows 10 (& #Win7/10) # “4xFL2TP VPN 778 3 4%
FOARRE: XP& %he E24% AIL2TP VPN, & 2485 EMEA; WIin7/10F LA L FL2TP, 5

BAEBOEM AR

¢ WIin7/Winl0 % %feXP & % X HL2TPREE AGE L, B IR % 25 3% % % ] 38 TAGE
o ERFHREZHLIPSech EHL2TPILA N, R X #FL2TP over IPSec.

a REIRE>>[M&EFinternet]>>[VPN], #HAVPNIZETH.

BE

@ R

| =HaE

o

P340 Internet

B K=

°%° VPN
O EEmE

& ~rm

VPN

VPN

0 VPN
+ 0 pe=3

ERIEIR
AVIBURRE I AT VPN
@ =

SRS VPN ek

@ #

EXIRE
NSRS

b M "AINVPNERE" |, ERVPNIZHE AWindows, ESIEEEMNIRSSENbIaEEE, mEE

R0,
D0 VPN i

VPN 2

RN

L2TP_PC_TEST

RsS=E-Stragnht

172.26.30.192

VPN 258

FRPa(EE)

153




RG-EGW ZFIBZ IS Web SEFA VPN

c BEEMREE, AESHAEINVPNIERE "L2TP_PC_TEST" , B&EE.
¥ FmsE
1+ BEE > FERIEER o ESE
THE B8O =BV =8N I8

EE v
l: L2TP PC TEST L". VirtualBox Host-Only Network
- ,'h" CETTEE - =-.,,*';_’ EEA
&7 WAN Miniport (L2TP) W= VirtualBox Host-Only Ethernet ...

#3 — 34

l: VirtualBox Host-Only Network L. VirtualBox Host-Only Network
& B % SzE

d 7ERHENBEMEXNEES, ©®R "Re" &, & "VPNSEE(T)" kiR "([FERIPseclYE2 =R EN
(L2TP/IPsec)” , £ "HUENIIZ(D)" kiR "mEmeE (REMEhLUERs) " .

EL2TPIRSEERERAIPSeciNg:, @ik "FINBHIFRZ(PAP)" |, mih<iE>. BhigEEe .
EL2TPIRSZBSREATIPSec®, LBEEe HTHE.

3 L2TP PC TEST BiE x| | Z 2Te PC TEST EiE X
A Em =2 RE == S ORE B2 OEE O H=
BitaHlEag 1P #hHIN microsoftcom B 157.54.0.1, VPN 2.
3ffe1234:1111)(H): | FA IPsec 895 2 EEEEHRY(L2TP/IPsec) ~
‘h?2.25.30.192 =RaEs)
HEEINE(D):
ERisE AEEEEEER LSS >
EREEENEETE, Windows BILUEEER AR, -
i Internet . SiFinE
O AT BHS G EITUEAP)ED)
O &#Es—MES0):
EER)
® FFEREEANEP)
FEIEHEE(PAP) Y
[ EBFEFS RN (CHAP)H)
BES0R [JMicrosoft CHAP Version 2 (MS-CHAP v2);

e [RSBSIMBATIPSecil®, FRETEDECHAPFIMS-CHAP v2{EASMHIGIERINY, HE "SRR
B MRESRSHERNTIHEZR, kiR, [RE<HEE>.

154



RG-EGW ZFIEHIREE Web SEFA

f< < fiw 3

Moae S

5.

VPN
§ 2P pc TEST B . 3 L2TP PC TEST BtE x
| mm R =2 mEm R m“mﬁﬂﬁﬁg
VPN SR VPN ZERT): .
&R IPsec 95 2 ERENHI(L2TR/IPsec) vl hﬂﬁ IPsec B9 2 EEEMULLITR/Pseq) | i
- - SRS
EHES(E ke
BB ). l-?’ FEENED):
— - |ﬂﬁnuﬁ@ﬁnu&«mﬂuﬁ1 | v
L2TP i SHBTE
g O ERE BN S AR THEAR)E)
® EETAENTEESAIER) L
EAK: 123456 £ EE®
O BERRTSHREC (@ oFEREIND)
LIRS SR SR AR EEY
g
¥ B EESARIT(CHAP)(H)
Microsoft CHAP Version 2 (MS-CHAP v2)
B [ EshERRN Windows BRERRNEREGME, ME
BIA
O WA
AT L HEAPH W IR WL, Windows & A& P 3% Ak ) SEEAP Y48 X 1 BiEie W, & 03 5
VPN 4 & W,
f AP BETMPCHL2TPERWIRE, & MRALIEPC EARVPNERE., RHESIEHNMEER
. JEEEL2TP VPNIER:, mb<iEi>. ERiEPEARSIRRENRRRIED, HTEkE.
oy L2TP_PC TEST
Windows Z2u x
= d
‘ PC| P |
L L] |
TRE HiE
AT ) A
SRS SEIIEFHNEEZ G, SO Aa TSRS RSSO X EFinEERIL2TPRKEAYER:

@

B8, FERENI.

155



RG-EGW ZRFIBZ IS Web SHEFA VPN

O == ®
T S
branch BEsi pppl 20.0.01 172.26.1.58 20.1.1.2 114114114114 bl
PC BRSS ppp0 20.0.01 172.26.1.58 20.1.11 114114114114 pil=g
VAN .
PX:
L2TPiEE BEERII=
O mossns ®
o 2
. R . 114.114.114.11
branch =% 12tp 20.1.1.1 172.26.30.192 20.0.0.1

4

(2) ERHBEEY \ﬁF’Ingﬂiﬁ'ﬁE’JP\JMiﬂZﬂt BEIERBE. HERTPCHISERR TPCEBLUAIESERIRSS 2.

168, 11. 15_“157
11. 1 Etjl :

7.2.6 L2TP VPN iEEEMAIBRRE

(1) (EAPingarENEFin SRS R ERNEEME, F18.9.3 . MIRFLEPIngE, BEEMNSBERRE. 16
ENXMKBESpingBEEMX, MNRTEBRER M XERIIMNSEEE.

REHFRIZHT>> WK TER, Fiapingid, #H8.9.3
(2) REEFRERNAFSNERES SRS RIMIENIKFE. RERFSMERESIER.
(3) MIANRSH|HEZFNLEOIPEEAAKIP, MRAAXKIP, FEEHOMXIZE LIZEDMZ,

7.3 188 PPTP VPN
7.3.1 ThEEE7Y

PPTP (Point-to-Point Tunneling Protocol, mXdmpEEiiy) S—F{EPPP (Point-to-Point Protocol, mXdsatih
W) BEAH EFFARRIEREIL SN, ERTEINETFAA "FE" EAHEKME L EE SIS, PPTP
KEPPPIIMSCREEIMNNIEF IS H IS LM INEE, BHEAEEPAP (Password Authentication Protocol, Zf3
IAETMY) . CHAP (Challenge Handshake Authentication Protocol, HEEKIETFIAMENMY) . MS-CHAPv1/iv2

156


https://baike.baidu.com/item/%E5%8D%8F%E8%AE%AE/670528

RG-EGW ZFIBZ IS Web SEFA VPN

(Microsoft Challenge Handshake Authentication Protocol, {RIERPEGKIESFIAIEINY) BREAP-TLS (Extensible
Authentication Protocol-Transport Layer Security, T FIAENY-(E@EZSMY) HITHMHIIE, EaTLL
MPPE (Microsoft Point-to-Point Encryption, #ERmXImiiz) SCULERNRIINE, BeXet.

HENRBESIFEPEPPTPIRS R E i, XIFREMPPENZEE SMSCHAP-V2HITENIGIE, BASTHFEAPIA
ik,

7.3.2 igE PPTP IR5388
1. 8 PPTP IRS3if%
[AHETE-TEES) VPNEE>> PPTP>> PPTPIZE

REFFRIFEPPTPIORE, EEPPTPEELS "IRSES=E" | IREPPTPIRSSRIREXRSH, [Rb<RiF>.
PPTPIEE BEERIE

O rrrPis=
=== @O
PPTPE! @ MRSE =R
* ZfthigE
* Hi I PSEE @
* DNSHBSS S
MPPENE @ = 2

* PPPEEREErEtEElE | 10 B

#*7-13 PPTP IRSSiRECEISRIEIRER

24 1588

AiepEE b VPNBSERIBRSS SR A MEIAIP, EFIRIRAZ ER AR Izt A AR5 25
bt PSEE PPTPARSS 28 ISR Finm D Ee PHbALAT AL

DNSHRS5 % PPTPIRSS R HEIXLAE FimAIDNSHELE

EAFEAMPPEXPPTPRAENNE

MPPEfNZ IRSBEMANER, WREFRIEBEINZREEEN FENE" |, NIRSHENE
FIRRILAERER, BARIERINE, WREFRECEN "BRME" , NIRS

157



RG-EGW ZFIBZ IS Web SEFA VPN

24 1588

SNEFRAULIEREE, BIRUEEENE. WREFIREEN "FNE" , WL
IRIERER.

ERBHABRNE, MELRERINE, ERERKM.

BABRT, RS=FARERANE. ERAMPPEINES, HRMER T, BLRHAR
2FK, EWRERH

PPPIEIR4EIFRTIEIEING | PPTP VPNIERBZ/E, RIXPPPHEREF GRS AIRIRIEMR

A xE

AR HIE I A A i IPTE B AL 5k & A F69A M (LANB) RN E &,

2. {REPPTP HPR

(FAEE-TEES] VPNEE>> KSEHE

PPTPERSZ SR AIFVPNAEFEESIRFERMINABAIKSIKN, BEFHEERTEFREANIAFKS.
RE<IRIN>, ERIRS KRB NPPTPHALL (ALLRRZWSHATIEXRENVPNEERY) , BAIRERNAF
BN im FREE, ERAMEN, [b<ie>.

O venmrEm @

| VPNEREESIE - o R

BACESEIE 100 SEUE.

ArE =B [[2c: ¢ 5ic) HRIEL HiEFREEE W& 3
test test ALL FEBER N REEEE - =] e kR
1 1 ALL FERERE M BR SR - ER = B

158



RG-EGW ZFIHIREE Web SEFA

AN

fRssesm

*RPE

=

=T =R

* XS F IS

PPTP

BHEMRFE

‘ FEERERNTEEEE ‘

@

F*x7-14 PPTP AFEEEREARE

sH i%88
P& /IETG FEFRARIPPTPRFIEFIN, TS iSRS S iEs
o EHRFRNIRHES: IANEFHENARR, HEHREMIETURNITRT &
S5AMtEIE MBS,
(ARG \ o \
o IRFIZENIEREHEE: MANEFimE—WNERIAF, FEEE— N BEEEAN,
BRI RIS,
PPTPRREN IR/ EARIPHISTEE, —RIESEFimiZELANCRYIPHIERES,
ST R (RSB P IH IR MR T e =)
BI: DEESERSEANNZRET, HEH (%) MR
Hs EBRRZAFKS

7.3.3 iRE PPTP E i

[ANEE-TEBES] VPNEE>> PPTP>> PPTPIRE

REFRFFEPPTPIIEE,

ERPPTPEELY "EFR" |, IREPPTPEFIRIERESH, RE<RE>.

159

VPN




RG-EGW &RFHHIRE Web EEFR

PPTPEE BEREEFI=

€ rrrric=
==FR

PPTPsE

B

o]
RSP
* ES3ERiAT
* TR
MPPEmE:

Treest

* PPPHsREsEiR R ElEIFE

#F7-15 PPTP BERiREEERIHiRR

O

B © =Fis

WAN

0 ¥H

© NAT

10

Bii=

e

VPN

288 izl
. PPTPRSERF BN ZFIZE, S5RSSEHIENPPTPEFIEFE
BR&/ZE .
FIEB—E
4O EFim{ERRIWAND
VPNBEEIZE FimrEilIPHELE, ¥E1F "1 FTrMIRS S hFREPHELE, 1%
AHEFFEIP B8N RREMNRE— IR S BB E R B AT oS R i E I A
THBRE I PHELE
fRSSE8HbHE BEERSEEFIWANCIPHEN B E S, IRSIHAVHOIPKITE AP
PO aT ESERLARIRSZEEAIIRMMNER, FeESEFIRHIAMNMNMERES
MPPENZ REFEHAMPPEIPPTPIFENNR. TSRS SEHNEEFRE—H




RG-EGW ZFIHIREE Web SEFA

VPN

24 iR

Tiri&sl
BB RIFIRSSSINIEE PR

NAT: {RAIFEFIRAIAIRS MG, FRIFIRS 2L iRk

PPPIEIR4EIFRIIEIEG | PPTPRRIBIEEZfS, KRIXPPPIEIRAEFIIRSCAIETEIERE. ZINEREFEIA

7.3.4 B PPTP BEER
(FHEE-NEES] VPNEE>> PPTP>> BHEESFI%E

IRSSRRFNE IR VPNIERFELME, STRRSHRIEFRINREZ R, FE1-20MILRFREES

PPTPREERIEITINE.

PPTPiRE BiEEBrI=

O sec=n=

MPE BRS2E/Bris BEZH SERELIP ENESIP iR ElIP

PPTP BRss3R ppp0 10.1.1.1 172.26.1.58 10.1.1.2

#F£7-16 PPTP [BiE(SRHAE

mfn==s::i 3
DNS e
114.114.114.114 fisles

24 188

BFR& EFRATEMANERNERS

IRSSRR/= i LRIRERE T IRt 2RSSR

BHEETR PPTPAERAIREHIAN-REFR

REPAABIP BRERIAIRREIIPHELL, ZFimAIREILIPHELE HARSS R e
BRSSP REE R\ PP TPHYSCRRI Pkt

Xl REHAIP BRERIXSIREEAIPIELE, &= FuRAIREILIPIIE RARSS 2R S BT
DNS PPTPRSS 82D EIHIDNSHE

7.3.5 HBIFEERE
1. HERFBR

BUZEPPTPRSESRLIIHER TS HATR TR LSS S EBRMATIRSS 25 -

o HERTEFIR (PC) BEBEIIPPTPIASIHIRAIATIRIIRSSS,

o NEDHHEEMENACEAINRSIREN, EFRELERIEBIRMRE (Device B) {FAZFIRITIRS, L

MOFBRTIBASEPRRNTFRERS, GinaoDBRBIRSSE—HFERA.

161



RG-EGW &RFHHIRE Web EEFR

2. HAME
PC
Headquarters

WAN WAN
ﬁ - 172.26.30.192 172.26.1.58

Branch

Device A

192.168.11.0/24

3. BEER

o FETEBMKDevice AFSAPPTPARSS 28,
o FELESEBMRKDevice BIEFPPTPE i,
o TEHERTPCLIZEPPTPE i,

4. EESR

(1) ECERERMX

@ ( Internet) @

Device B

192.168.12.0/24

VPN

O iy

B3 A 2089 N R AR TR AR P R, BN & ARG TR L.

a ERWebMES, Bt VPNEIE>> PPTP>>PPTPIZE, HAPPTPIZRERE,

Ruijie | FRcycc HHIETEC210G

& BEES
PPTPRE  EEESIE
& sxEm
© rrires
© mzem
i SREE ==7= @D
VPNEE PPTPE @ [R5 =
IPSecia=
*AMREEIE | 10111
L2TP
* il PEREl 10.1.1.2-10.1.1.254 @
PPTP
- “DNSEESRE | 114114114114
=
B MPPENIE @ i Fe
@ s
* PPRESEREART IS | 10 #
= ggpem
K TS

162

@



RG-EGW ZFIBZ IS Web SEFA VPN

b REFFRFFEPPTP, EEPPTPREAMRS RS, MIARUBREIIL, HEhIPSEE. DNSIRSSRRHEFF
EEERFFBEMPPENE, RE<RF>TlSHEE.

PPTPiEE BEFEEIIFE

0 rriris=

==7= @D

PPTP=E @ [RSEE =%

* FHbEEEIE 10.1.1.1

* HEAbmIPieE 10.1.1.2-10.1.1.254 @)
*DNSEESZEE 114.114.114.114
MPPEIDZ @ =H S

* PPPEEREsEFRTEIEIRE | 10 #

#F7-17 PPTP RSSIRECEERIHiIRR

o 1 L
AtbpFEiE EE— N ERRRERRIIPIBIE, PCIRAZ ERILUBITIZI I AEARSS 28
HbhibithIPSEE ESAFAMMNERAYIPHIISERE, AT AR ins Pt
DNSfRS528 EE— ] FERIDNSHRSS 28tk
MPPERIES EAEAMPPEAPPTPRNENE, F5EFinicE 2

[BRMPPENIZES, REMRFHERRMRES T, BLEHETEHR, THREEKH
PPPIERRAEIFRIIBIEING | FoRARERIRISEAOARDIAS

c M VPNEE>>
HERTAHFKS

DERTAFPKS:

IKSEE, SRNIEHER TS MRHESERIPPTPEFIKS.
: AMIEIEE IR\ ISR
ERRIERE "IRHEXTIREEE" | Wi FREEIRE NN STMKAIR IR

163



RG-EGW ZKFIZHIZEE Web SHEFAR VPN
A %

IR 5 35 kA K P on e R R BORAEE &

AR
fRss3E8 | PPTP AR
*FFS{ | pptp@branch BEsE PPTP
B esens @ *FFE | pptp@pc
SRS EoEEmE TEE e ©
*WTFRIER | 192.168.12.0/24) ERET mEREERE
v @D 7 @D
VPNERFREE7IFE + & o 2R
SASERES 100 S5,
[ =i HESS R aRiEst TSR ws e
test test ALL E TN - =5 g W
pptp@branch branch PPTP AR ISR 192.168.12.0/24 BR = e
PPtP@pC 123456 PPTP B N - =1 e

(2) EEEDSZMX
a ERWebMER, HAPPTPIZERME.

b REFFRFEPPTP, EEPPTPREAE iR, MARSIHRENAFSIIERD. RSEIL. RN
M ERFIREFIARSS 2REERYIPSeciIZESE, RE<RF>TTREHEE.

164



RG-EGW ZKFIZHIZEE Web SHEFAR VPN

s=7E @D
PPTPs2gY BsE 0 =R
*FFP#{  pptp@branch
ST asenes ©
#iEEll | WAN
FHIFEIP @ #E B
* fRsEEEthiL 172.26.30.192
* s 192.168.11.0/24
MPPEMIZ @ *H F=
TriEst NAT  © B

* PPPESEREIFESEIEIE | 10

#*7-18 PPTP EFiREIEERIEIRER

24 1588

FRR&MEE EEIRSS MR BRI AP RED

RO EFim SRS sE S REERIWAND

AitbhFiEIP RS TERINEIA]. ARSI, MA— MRS SRILEE MAYIPitbit
ARS3asitbiL EEARSSARAISNNE (WAND) btk

Xl ¥4 EERSRHAIRMNIER (LANCIRIIPHEIESEE)

MPPENNZ SRS mEERF—E

TriER RCDEFBSLASATAM, MIREN "HBH"

PPPIEIR4EIFRSIRIEIRG | PPTP VPNIERBZ/E, RIXPPPHEREFIGUHRAIRIRIERR. (RIFEAOARDAT

(3) REHERTIPC
O i
o AMERIPCLEEPPTPE F#%, T X AFAWindow 10 4 49PCH 1),
® PCly k3& & #% 0 51723 (PPTP) #247 (GRE) .

165



RG-EGW ZFIBZ IS Web SEFA VPN

a REIRE>>[M&EFinternet]>>[VPN], #HAVPNIZETH.

= = M
G =& VPN
=HEE be VPN
Fg4&#0 Internet i SEAD VPN i
B R
BRI
LA
FAFBTEREITERIMERHT VPN i
2 me @
FEYFISIRRTIT VPN &k
% VPN
'@
C suRERE
BxigE
S rE ERERSIET

b mdEE "RIIVPNIEE" | EEVPNEHEIWIndows, VPNSEELS “rXmBREMY(PPTP)" BEER
BIRRS SRR EE S, REREFRIE.

00 VPN &Rz
VPN 25

AR

PPTP_TEST

[[Fes—atacraiiila

172.26.30.192

VPN 23

FP&(Ei%)

c EENSEER GRLAREESENVPNER "PPTP_TEST" , BEREM.

166



RG-EGW RFIEHIZE Web SR VPN
(T
A B BEEE o FEESEEE o FMEEE
D H8E =BV =8N IED

ESti g
- L2TP PC TEST - PPTP TEST .
L S CETHEE L P CHTTEE K
&2 WAN Miniport (L2TP) &7 WAN Miniport (PPTP)
= VirtualBox Host-Only Metwark m VirtualBox Host-Only Metwark m

d EREHRNEEHEETS, TR k2" IE.
SNERPPTPIRSSERERAMPPEINE, "#UEINE" AJLUSE "dEINE" 8& "FRirinEg” , ErSE
VAEFEPAP, CHAP. MS-CHAP v2i{TERIGIE, WNTFEE,
SNERPPTPARSSERBA TMPPEINE, "#UENNE" SJLULRE "FENE" BFE "S=EMNNE" |, B
BB IGIUE REEFERMS-CHAP v2iiY, INTEE.

= PPTP TEST BtE

3 PPTP_TEST BHE x
S Em TE OmEE HE SH Em T2 mE #=
VPN =20 VPN SET);
ATIBEEYPPTP) v ) v
=ERIEES) EREEE)
EOEIE(D): HEEMED):
| mEnEEanseTEs | v EENZRRSBEASITIES) ¥
SHBT SHBT
O EFEE BOSHETMUEARED) O A B S HITHHUEAP) E)
EER) EER
© ASFEREENNE) @ I EREAE)
FINEHIZEPARI) O FMEAEREPAPIW
S — s
Microsoft CHAP Version 2 (MS-CHAP v2) Microsoft CHAP Version 2 (MS-CHAP v2)
[ SHEREA Windows BREFHTERE, 18 [ SRR Windows BRERAEEOLL, 12
= 2@

O w»
EE L FHEAP S I GE M, Windows & 48 F 55 1~ it &) SREAPWMAE % F I e R, & W45 & VPN:iE
kK,

e PCIEAZFURAAR, BEFEEMNTRIMEEREE—MHITIRE:
1) FEEFIRPCELEERBMDRINZEEVPNIHMWERAIERA.

2) FEAMFENVPNEZRUEREAR TErEMNE LEREAMX" |, HVPNEEMINE, EFiRPC
HamsNERREIERERSEVPNIRE. BIREEL R N ERR:

167



RG-EGW ZFIHIREE Web SEFA

FEFIEERN FaaEsRs R R SME .

e FERR MUY

ERETEIEEEED

SRFSA)
EOFESEN:

f  LAEBRESTHPCHIPPTPEFIHIRE, & MEULIEPCEARVPNIERE, M ES=HIMEEIR
E, BEEPPTP VPNIER, Rt<iEE>. ERETHANIRSIHRENEFEINER, #HiTEE.

IERERNATIFREEEEEfiE SRS L. MEiER, FEE

168

Z PPTP_TEST Ei&
= OEm == -Wﬁ ==
= Internet ¥MUAZE 4 (TCP/IPvd) [EiE x
IR T FImE (O =a
A Internet #MUAEE 6 (TCP/IPvE)
| 5. Internet #MMARES 4 (TCP/IPv4) MEMETEIIEE, WILEMSIEER 1P 828, T, FESN
= Microsoft PESTEHERTTEIN S FEEHREESMEEESN 1P A8,
T Microsoft RiESME
O AT EAT 1P HahE(S):
ZEN)... HEW) EER (@ EFEE DNS [BEFIEUNE)
=R O A TEA DNS FRESRHEHHE):
St Internet Y. TZHNYSBRARI R, I DNS JRSRHE): [ ]
e
ATEEREE eSS LR, & DS [EE%W: |:|
| =H TCP/IP B2 ®
IPiZE DNS  WINS

VPN



RG-EGW ZFIHIREE Web SEFA

oye L2TP_PC_TEST

opR PPTP_TEST

5. MRISIE

VPN

Windows £

=5 a

| pptp@pc

HHsE

(1) FERRSBHRMEFRINRECE, FHELOWEG LR ERIRS S mN0 = FinE a2 PPTPRERNER

B8, FEREN.

PPTRiEE EEERIE

O moe=n=
HPR&E RSB/ BRE REEHR
ppip@pc B pppl
pptp@branch Ji ey ppp0
DX:
PPTPZE BERESSIE
O s
RF& BRSSEE/ B BBEEH
pptp@branch s pptp

(2) FEREEEDZPing X ImAIRRIELE, BEIERIEE, HERTPCHOERRTPCERRLIAESERRSS =S,

BRI ENBESIP FhRERIP
10.1.1.1 172.26.1.58 10.1.1.3
10.1.1.1 172.26.1.58 10.1.1.2

ERAIP I HERERIP
10.1.1.2 172.26.30.192 10.1.1.1

169

DNS

114.114.114.114

114.114.114.114

DNSs

114.114.114.114

[ #EEME

e

©)

] HEEME

BRF



RG-EGW ZRFIBZ IS Web SHEFA VPN

bdministrator>ping 192,

170



RG-EGW ZFIHIREE Web SEFA RAEE

8 mme=m
8.1 iRE Web BRI

[(XABENMEIR-REARS] REEE->EREE->EREN
(FEEENAN-ENEE-THES] RRAEE->ERED
WA BEEHHED, RESEERTERENER.

A x&
L AMARMAARTHRBRES, FRTERMLFHMAREHNETED,

o SEEE ®

EMZETENEEENSR.

FFRREEE

Ef
aH

I‘I.:I'
E}

=

" FASTETS

8.2 QB RmitBAIAYIA
(ANEBREDS] RAEE>> BREE->ERBNH
WebRE—ERIIEPIGEIME, BENALE, BRMEREMN\SIETNLE, BABIHIEH3600
B, BN,

€ wesaizzmEE @

*EEEEREIE | 3600 (&)

171



RG-EGW R7IEZHiRE Web EIEF Ry

8.3 EWIMRE

8.3.1 MgFKREH™

(FNEE-TEES] RAEE>> REEE>> WEWH RE
RE<REHMRE>REEIA, BIREH RIROARE.

o REW ieE @
REH 2E , SlESEREES. RSHREATESANES | 1k SHEERS SHEIREH BE.

= RS

722N

1) WSS EEYREEETERES , BT

HEHI EE Y

A xE
GREREFTARER, FEL UL, LRLSWALLGEARNGRE, TAFHYRE (FAFRESENEF
N) ERKAE S RE, FEERE,

8.3.2 BEmigFZikSHI~

(ENEE-THES] RAEE>> REEE>> e RE

ER<EWIRE>, FHEERE "BREFIKSHE"  <_E<BRREL N IRE>, SRINSHEIREEIRE
HIrRE.

SHESEN e RS
O =vnE sEpuareREE uSiERSTEERORE, TASHISAEEEEREY B @
R FigE O =Miss

w5 @ mmmrkssie CANSTEREREAE, ARSTBRENS THEE)

RS RS

172



RG-EGW RFIERHIRE Web EERFM RrEd

A &
RGN FTZER P RENARRE, FEBRE, HiERE%,

8.4 ERIRHE

8.4.1 BERH™EH

(FNEE-TEES] RAEE>> REEE>> RAES
RE<EERER>, REFEHEH. ERIRET, B2RFHSKARNE, SiREEEHAIIFEWebIRSTASE,
BEMPERIERA,

o BHER @

EREAERIET | BIERREEE |

8.4.2 EREMIZH

(ENEE-THES] RAEE>> REEE>> RAES
ER<BENRE>, RE<BNERRS>, ERIRINETHIREIRE.

EHER ERER

O =s==uer, srmsasrs @

e HiE O =WisE IEEIgE

A xE
HRERER T — 20N, FehOFF, EREEETEANRLERY 0, FHERIRE,

8.4.3 ERMBHPIEERS

(EREE-NHES] ZRREE>> REEE>> FRER
ER<IEEIRE>, N "TERFRE" JIRTEFERFORE, RE<M-EEN EERE" IR, RE<E
&>, BERE "ESEiRE" JIRTHIEEIRE.

173



RG-EGW ZFIHIREE Web SEFA

RoEE
O =v=—uEt sresosr) @
BEE FgE EREE O EERE
A ”n SsinE o0
1234567891234 - EG210G-P P

8.5 RBEEMNER

BHARREEER, XTRANBNEENRIESE8.6
HR.
(MEBS] ZREE>> REEE>> ENER

RENEERGAE. PRI EEE S

RE<HE>, EFERENESNEENE. ft<®E>E, TARSGHELERZERERIEEEER.
A i&E
AERETERTETAREENETR, A4 CARS ZEE, XRE&HEER, FEHLE,

EHER ERER

(D FRTEESEEE R TERER, LSEEril. B ERr R ERart A ERAMSERe BT,
TE: =HEEN, TREEthaER.

== @D
S @ — B_- EB- @M@ BEL E-~ B&H

B¥E 03 00

174



RG-EGW ZFIHIREE Web SEFA RAEE

8.6 RBEMEERSARME

(MEES] REEE>> REHE

IIEEYUFIRSATE, EEER, BEEHFERSTRENRX, SRXIERFEREER, JaE<EX>a
FigE. EIIREIFRENTPIRSES (Network Time Protocol, MZEATEARSSES) . BRAZ MRS H[E S
193, WBEAIRSSEF KRS IR,

O ===, esomRicE:, smReTEERE. )
“aTEfE] 2022-02-17 17:43:23

FEE | (GMT+8:00)TF/ g

*NTPERSZEE 0.cn.pool.ntp.org =
1.cn.pool.ntp.org B
cn.pool.ntp.org BiEs
pool.ntp.org BiEz
asia.pool.ntp.org Bps
europe.pool.ntp.org BB
ntpl.aliyun.com BiEs

R "HRIEE" |, SEMEASRERRENRFATEL.

8.7 EEFRSSA

(MEES] ZREE>> BEEEE>> FH5SA

REEMD: RE<@&f> BEMEHEEH TRSHNEEXHEIF i,
RESAN: RE<NEN>, EAMESEZAEONEEXY, BRE<SN>, BXHAAEENEENRAZIRE L.

SANEREEREEER.

175



RG-EGW ZFIHIREE Web SEFA

EZHE5H

o NRESANESVHEFSHUEEFERTC  SUESEEEEEER.
SABERENST (REH BRAEE | BSMNEEREERE . REKENER.

EinES =i

8.8 ERKIFX

(ENEE-NHMS] BNEE>> LEDITIRE

REFRIZE, EHTERKIREHILEDIIREHFE. RE<iRF>EEE FRE.

LEDAARSIEHI
=5 NEAPEILEDIT ==

=== @D

8.9 MIEiZHR
8.9.1 MLEEIR

HIRFHIWRERER, BT "MNBER" hee, FRECNEREEIRSE.

(FNEE-REES] HESH>> WEEE
RE<FHAENSIEARI TSN, 1ENZFERESBMaNER.

O m=ee

FHERE

176

@

RoEE



RG-EGW ZFIHIREE Web SEFA

O m=ee

RoEE

®

|

RO

thmiEE

WAN[F=

WANILANFg& b
A

% DHCPRSS 25 ztaml
1Pttt

iz=1:: 1=

- HEE

DNSEiE

IPREESE

SIRIENREIRBEE, BREMENERFLHESEN. AFRTSEENESHIE.

DNSH(&S

IPEiEHNE

=RShE

aEERniRSIEER

] | REREEI=RE. URSHTHEERRS
B : ERIESEINEESNIIZERENSESIEE

8.9.2 MIfEEHE

(EREE-THOS] BRNEE>> #iaEE

[<J

«

ERRESIMERRREFERIARE, LUETHIEITSHIE. BAKIERENEERER, RE5Z7FRAMN

R<BERE>ZHE, SJUAREXES

A &

U XEEE)E, FABTiz AR ERTEERT, AP REAN LA A RS, FENIRIE,

177



RG-EGW R7IEZHiRE Web EIEF Ry

o WEEE
Sl EFTEEEAESEEE | HiksiiiastEsies

| st =E CHEST Es
B E=Es Bix BE
v [CEEErE=DHCP Serverdss JEHEE RS E 4 ks DHCP Server Hip: EUEE
BER REENS iGN R EE
H1MQ3W9000474 - 2019/6/20 FF7:36:10  #hEE=EESM
Ruijie MACC522376524 EAPBO2 2019/5/28 F4:.02:52 EiAthEiEZEEM
Ti1g 10%/m n ;E 1 &
]
. |

BHGEXCTIESEFNSESIE=TRER?

1. iExEE , ESsABHREEEEEE.
2. miabn [BF "RiExE B952] =, o=t

‘BEETE B95E.

RE<EE "BEXT EE>, JUEENERXISE.

BE "HiENT a2 i

FsEFEEEDHCP Serv
enfss

EFmaT

8.9.3 MK TR
(AN ESE-TEES] #$EsE> METE
SEESHTEE, BNIPHIIEELRINE, S <FHatel>,

178



RG-EGW ZFIHIREE Web SEFA RAEE

PINGBERTIIRIRE SIZIPEMIAINSERY, ERPingBERMRTTMEARSZIPERULEIE,
RARIRERRES EE R FAFIPEMUAIMSIER, R EARSEE R MUFITATAERIDNS RS AatbiL,

O mz1n ®

TS @ PINGES PRERE HEES
* BRYIP/1ES www.baidu.com
* PINGIREL 4

*PINGEGEB® A/ 64

FHEN

PING www.baidu.com (14.215.177.39): 64 data bytes

72 bytes from 14.215.177.39: seq=0 ttI=51 time=20.664 ms
72 bytes from 14.215.177.39: seq=1 ttI=51 time=20.403 ms
72 bytes from 14.215.177.39: seq=2 ttl=51 time=20.492 ms
72 bytes from 14.215.177.39: seq=3 tt|=51 time=20.618 ms

--- www.baidu.com ping statistics --- ((
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 20.403/20.544/20.664 ms

8.9.4 #li&@i2

(ANEE-TEMS] S>> Mk

HIRFHBIERRFEENA, TUBE SIS ERREAFNHFEER-R,

EiRED, BHEEAIENIPRIEEMENEIEERE, FBINSE /IR ECRIREM S BaELE
MM (AIMEE NSRS EIAENGEE, BEMEHERISHE FEEE) . RE<FHEINE>, EHhiTm
B,

A %

WMERETRSE RS R AT RFERAEFM, HERIRME.

179



RG-EGW ZFIHIREE Web SEFA

O nazw
=0
s
AP
BRI/

PREFE 2L

MESfEFaIERHEIE, AR FEdEE.

HTEESDHT.
O naiw
w0
s
24P
PRI/
PREIEZANR

TEehEE

8.9.5 HIPEUSEE

ALL

ALL

500

FHEmeE

B
I

BIPIEERS: 18153 M

3 1EFEIE =&

(ANEE-TEES] HESH>> SRk

LIRFHNHIER, FEWEHEEE. RE<—R IS, BITERSREXXHNEEXG, THRIFE,
HRHHEEFTF R A RS,

180

RoEE

©)

«
REHHEA RTFpcaptETURMBEEREIAME, FBWwWiresharkE S HaR M
©)
ALL
ALL
: 1111
2 SEIREERR 18153 M
B <40 167.16K
HiaadiE : 2020801 H02H 19:40:37
]
]



RG-EGW R7IEKHIRE Web EEFAH RrEd

o THEREE
TEeEEEEAEREE  SRTHE | BESTE A\ BNEiE.

8.10 EFHEKIEEFRFAIRE
A x&
o EPUEBATHRAHT R ATATELE &40 o
o RARAHERIRE, AL P B RS LR LR

8.10.1 fEZ&HR

(FEE-NEES] ZRREE>>REFR>>TELTHR

ETRIRRFERAFCNESFETEHMRA, WREVERAEHFTARE <D LA R TELEN. &
FEBELHRONSEINE, AIeRE "THARE BRAAREFREES, BHITATR.

@ w7

o EBABARGLHERE,

o HAREASMAALT I TBAAMAER, FUADBI A ARSEIE KT

TR AHEFHER

o EERSEEMAES, FRTRC2EReE, EASNSSTESE, TRt IR,
LEREE ReyeeOS 1.
FHAE  ReyeeOS 1.

FhEAREE 1, 35 i
2, FEFHETEEN

BR 1. SENeERERENNN, BRE TERE" FEREitER,
2, BEEY "FitFHET NHE, ERFHREE HERSERIT,

SR (59

8.10.2 FitbHRK

(FAEE-TEES] RREE>>REFAR>>AUTHR

BRRESRURIRMRAE. ALNERREREREN R, RE<NESEREARERIRER, RE<tE>
LERREFHHITHR.

181



RG-EGW ZFIEHIZE Web BIEFA

TR TR

O ssErsrEmTEERE LTSS
EETES EG '
LETEZ ReyeeOS 1.5
FERE @ (IRRSESAA, BUREEESTIHR)

TEEARES ks

8.11 iHRES

(91 oo

ETHEPREEFES, BIRARFRENES.

Ry

Ruipie | FRcycc HHEFR(EG

& RS
EEHDR
@ EFEE
© mewmm ATFERER TEEERPE
30% 1
M THER
5 vPNEE
EEFEER
5 SRER
BERS: EG BEEFR:  Ruijie 4
@ srErE v MACHEHE: TieEt:  EEEmER 4
EHEE 1.00 4T ReyeeOS
F R
ROER

182

BARRE
EHniT:
FEERTIA:

8
English
=
Indonesia
‘Inn

Viét Nam
Tarkiye
pycckMin
espafiol

Al

:51

[EAC @




RG-EGW ZFIEHIREE Web SEFA = a

9

9.1

9.2

9.3

9.4

-

AL

B3R Web XMEAT

@
@

©)
4

AR D IEEIEERI TI8SEMLAND, MRANESRIT GRS HE=,

FagERER, EWEPCIRER "BEiFFEUPHbi" , B EDHCPIREZMIREEINEPCHECIPHNE, &l
RETLPCISERSIPHINL, BBPCHIPSIRFZLANOIPIREE—MER, : BHALANOIPHEE
192.168.110.1, FRHEHEH255.255.255.0, NPCHIIPHEIERISE 79192.168.110.X (X2E 2547 [BYEE=EE
%) . FMERE/9255.255.255.0,

EAPingfs StEMPCEIREZBANERN, EPingBERNY, BREMSKIRE.
ek DRERENAFERIIREEERE, BRRERENH EE.

ERELRE

ERFIZERFNBERT, KIKEikEreseti#sl), REEEEBEERRALERE. WELH RER, TER
ZAIP (192.168.110.1) ZRIBHWeb,

SICIREEREWRELD

HUSHERWI-FEEER, SNAERBEREL RE.

B LR

@
@
©)
4

HIANREHERSERESIER. MRTICETIKSER, 55%153 .
HWNZER D ECHIIPibi R R SMEHRIE IR SR,
FIAREIIMTUEEEREZE™ER. HIAMTUA1500, INFHEEHIESE3.2.3 EHMTU,

HWARRIZEREAEREANNEHFELEHTVLAN ID, BUANEHVLANIRS, 55%53.25 REVLANIR
BHTIRE.

183



	前  言
	1  登录设备
	1.1    配置环境要求
	1.1.1   PC的要求

	1.2    缺省配置
	1.3    使用PC登录Web
	1.3.1   连接设备
	1.3.2   配置管理客户端IP
	1.3.3   登录Web

	1.4    工作模式介绍
	1.4.1   路由模式
	1.4.2   AP模式
	1.4.3   无线中继

	1.5    上网设置（路由模式）
	1.5.1   配置前的准备
	1.5.2   配置步骤
	1.  添加设备至网络
	2.  创建网络项目

	1.5.3   忘记宽带账号密码的解决方案

	1.6    上网设置（AP模式）
	1.6.1   配置前的准备
	1.6.2   配置步骤

	1.7    上网设置（无线中继）
	1.7.1   配置前的准备
	1.7.2   配置步骤

	1.8    切换管理页面

	2  整网监控
	2.1    查看组网信息
	2.2    添加组网设备
	2.2.1   有线连接
	2.2.2   AP Mesh

	2.3    设置业务网
	2.3.1   设置有线网
	2.3.2   设置无线网

	2.4    告警信息处理

	3  网络设置
	3.1    修改工作模式
	3.1.1   工作模式
	3.1.2   自组网发现
	3.1.3   配置步骤
	3.1.4   查看自组网角色

	3.2    设置WAN口
	3.2.1   设置上网方式
	3.2.2   修改MAC地址
	3.2.3   修改MTU
	3.2.4   设置专用线路
	3.2.5   设置VLAN标签
	3.2.6   设置运营商地址库选路
	3.2.7   设置多链路负载模式

	3.3    设置LAN口
	3.3.1   修改LAN口地址
	3.3.2   修改MAC地址

	3.4    设置VLAN
	3.4.1   VLAN简介
	3.4.2   创建VLAN
	3.4.3   设置端口VLAN

	3.5    中继设置
	3.5.1   有线中继
	3.5.2   无线中继

	3.6    设置DNS
	3.6.1   本机DNS
	3.6.2   DNS代理

	3.7    IPv6设置
	3.7.1   IPv6简介
	3.7.2   IPv6基础
	1.  IPv6地址格式
	2.  IPv6前缀
	3.  特殊的IPv6地址
	4.  NAT66

	3.7.3   IPv6地址分配方式
	3.7.4   开启IPv6功能
	3.7.5   设置WAN口的IPv6地址
	3.7.6   设置LAN口的IPv6地址
	3.7.7   查看DHCPv6客户端

	3.8    设置DHCP服务器
	3.8.1   DHCP服务器介绍
	3.8.2   地址分配机制
	3.8.3   配置DHCP服务器
	1.  配置DHCP服务器基本参数
	2.  配置DHCP服务器选项

	3.8.4   查看DHCP客户端
	3.8.5   配置静态地址分配

	3.9    静态路由
	3.10    策略路由
	3.10.1   功能简介
	3.10.2   配置步骤
	3.10.3   典型配置案例
	1.  组网需求
	2.  配置要点
	3.  配置步骤


	3.11    设置ARP绑定与防护
	3.11.1   功能简介
	3.11.2   设置ARP绑定
	3.11.3   设置ARP防护

	3.12    设置MAC地址过滤
	3.12.1   功能介绍
	3.12.2   配置步骤

	3.13    设置PPPoE服务器
	3.13.1   功能简介
	3.13.2   全局设置
	3.13.3   设置PPPoE用户账号
	3.13.4   设置用户流控
	3.13.5   设置例外IP
	3.13.6   查看在线用户

	3.14    端口映射
	3.14.1   功能简介
	1.  端口映射
	2.  NAT-DMZ（Network Address Translation-Demilitarized Zone）

	3.14.2   配置前的准备
	3.14.3   配置步骤
	3.14.4   验证与测试
	3.14.5   测试不成功的解决方案
	3.14.6   DMZ配置步骤

	3.15    UPnP
	3.15.1   功能简介
	3.15.2   UPnP设置
	3.15.3   效果验证

	3.16    设置动态域名
	3.16.1   功能简介
	3.16.2   配置前的准备
	3.16.3   设置动态域名
	1.  配置步骤
	2.  效果验证

	3.16.4   花生壳内网穿透
	1.  功能介绍
	2.  配置步骤
	3.  效果验证


	3.17    连接数限制
	3.18    其他设置

	4  无线管理
	4.1    设置AP分组
	4.1.1   功能介绍
	4.1.2   配置步骤

	4.2    设置Wi-Fi
	4.3    设置访客Wi-Fi
	4.4    添加Wi-Fi
	4.5    健康模式
	4.6    射频设置
	4.7    设置无线黑名单或白名单
	4.7.1   功能简介
	4.7.2   全局黑白名单
	4.7.3   基于SSID黑白名单

	4.8    一键优化无线网络
	4.9    Wi-Fi认证
	4.9.1   功能简介
	4.9.2   配置前的准备
	4.9.3   微信认证
	1.  功能简介
	2.  配置前的准备
	3.  配置步骤
	4.  效果验证
	5.  常见问题

	4.9.4   企业微信认证
	1.  功能简介
	2.  配置前的准备
	3.  配置步骤
	4.  员工认证上网
	5.  访客认证上网

	4.9.5   WiFidog认证
	1.  功能简介
	2.  配置前的准备
	3.  配置步骤
	4.  效果验证

	4.9.6   本地账号认证
	1.  功能简介
	2.  配置前的准备
	3.  配置步骤
	4.  效果验证

	4.9.7   授权访客上网
	1.  功能简介
	2.  配置前的准备
	3.  配置步骤
	4.  效果验证

	4.9.8   访客扫码上网
	1.  功能简介
	2.  配置前的准备
	3.  配置步骤
	4.  效果验证

	4.9.9   免认证
	1.  功能简介
	2.  设置免认证用户
	3.  设置免认证外网IP
	4.  设置URL白名单
	5.  设置用户MAC白名单
	6.  设置用户MAC黑名单

	4.9.10   在线认证用户管理
	1.  设置下线检测时长
	2.  踢用户下线


	4.10    易联设置
	4.10.1   设置组网方式
	4.10.2   开启漫游
	4.10.3   开启易联发现

	4.11    设置AP有线口

	5  交换机管理
	5.1    开启防环路
	5.1.1   功能简介
	5.1.2   配置步骤

	5.2    开启防私接
	5.2.1   功能简介
	5.2.2   配置步骤

	5.3    交换机批量设置
	5.3.1   功能介绍
	5.3.2   配置步骤
	5.3.3   效果验证


	6  上网行为管理
	6.1    功能简介
	6.2    地址管理
	6.3    时间管理
	6.4    应用控制
	6.4.1   功能简介
	6.4.2   配置步骤

	6.5    网站管理
	6.5.1   功能简介
	6.5.2   配置步骤
	1.  设置网站分组
	2.  设置网站过滤


	6.6    QQ管理
	6.6.1   功能简介
	6.6.2   配置步骤
	1.  切换QQ管理模式
	2.  设置黑/白名单


	6.7    流量控制
	6.7.1   功能简介
	6.7.2   智能流控
	1.  功能简介
	2.  配置步骤

	6.7.3   自定义策略
	1.  功能介绍
	2.  配置前的准备
	3.  配置步骤

	6.7.4   应用优先级
	1.  功能介绍
	2.  配置前的准备
	3.  配置步骤


	6.8    访问控制
	6.8.1   功能简介
	6.8.2   配置步骤
	1.  设置基于MAC地址的控制规则
	2.  设置基于IP地址的控制规则


	6.9    在线用户管理

	7  VPN
	7.1    设置IPSec VPN
	7.1.1   功能简介
	1.  IPSec概述
	2.  IKE概述
	3.  IPSec安全策略

	7.1.2   设置IPSec服务端
	1.  基本配置
	2.  高级配置（阶段一）
	3.  高级配置（阶段二）

	7.1.3   设置IPSec客户端
	7.1.4   查看IPSec连接状态
	7.1.5   典型配置案例
	1.  组网需求
	2.  组网图
	3.  配置要点
	4.  配置步骤
	5.  效果验证

	7.1.6   IPSec VPN连接失败的解决方案

	7.2    设置L2TP VPN
	7.2.1   功能简介
	7.2.2   设置L2TP服务器
	1.  L2TP服务端基本设置
	2.  设置L2TP over IPSec服务端
	3.  设置L2TP用户

	7.2.3   设置L2TP客户端
	1.  L2TP客户端基本设置
	2.  设置L2TP over IPSec客户端

	7.2.4   查看L2TP隧道信息
	7.2.5   典型配置案例
	1.  组网需求
	2.  组网图
	3.  配置要点
	4.  配置步骤
	5.  效果验证

	7.2.6   L2TP VPN连接失败的解决方案

	7.3    设置PPTP VPN
	7.3.1   功能简介
	7.3.2   设置PPTP服务器
	1.  设置PPTP服务端
	2.  设置PPTP用户

	7.3.3   设置PPTP客户端
	7.3.4   查看PPTP隧道信息
	7.3.5   典型配置案例
	1.  组网需求
	2.  组网图
	3.  配置要点
	4.  配置步骤
	5.  效果验证



	8  系统管理
	8.1    设置Web登录密码
	8.2    设置页面超时时间
	8.3    恢复出厂设置
	8.3.1   本设备恢复出厂
	8.3.2   整网设备恢复出厂

	8.4    重启设备
	8.4.1   重启本设备
	8.4.2   重启整网设备
	8.4.3   重启网络中的指定设备

	8.5    设置定时重启
	8.6    设置和查看系统时间
	8.7    配置备份与导入
	8.8    指示灯开关
	8.9    故障诊断
	8.9.1   网络自检
	8.9.2   故障告警
	8.9.3   网络测试工具
	8.9.4   抓包诊断
	8.9.5   故障收集

	8.10    系统升级和查看系统版本
	8.10.1   在线升级
	8.10.2   本地升级

	8.11    切换语言

	9  常见问题
	9.1    登录Web失败怎么办
	9.2    如何恢复出厂设置
	9.3    忘记设备登录密码怎么办
	9.4    宽带上网失败


